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The Derived Policies from the Digital Government Policy 

8 Principles for Developing Digital Government Policies and Standards

. Introduction

Referring to Cabinet Decision No. (418) dated 7/25/1442 AH, issued approving the organization of the 
Digital Government Authority, which states that the Authority is the competent authority in everything 
related to the digital government, and that it is the national reference in its affairs and based on the 
authority’s competence to regulate the work of the digital government and to achieve the integration 
between all government entities, and based on its competence contained in Article (4/4) of the 
regulation, that the authority “set technical standards for digital transformation models in government 
sectors and follow up their commitment to them, in coordination with the competent authorities.”, To 
enhance the reliability and continuity of digital government services in government entities, the 
authority has prepared “Business Continuity Management Standards” as one of the regulations 
included in the regulatory framework for digital government business, to raise the level of maturity in 
digital government services and ensure business continuity and sustainability. This is not limited to the 
digital government sector only, but extends to various other sectors because of their impact that 
ensures the preservation of the capabilities and services provided and their reliability.
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To enable and accelerate the sustainable digital transformation of the government sector in the medium and long terms, and 
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Figure 1: The Regulatory Framework of the Digital Government 

This document includes business continuity management standards, which are designed to enhance the 
flexibility of the government entity’s response to any interruption incidents it faces, and to enable it to 
restore its priority products and services in an effective and efficient manner that ensures continuity of 
service provision and enhances the capacity of the technical infrastructure in the Kingdom of Saudi 
Arabia to respond and recover from disasters and raise its resilience.



Term Definition 

Table of Definitions

DGA

Standard

Activity

Alternate Location

Audit

Awareness

Business Continuity (BC)

Business Continuity 
Management (BCM)

Business Continuity 
Management System 
(BCMS)

Business Continuity Plan 
(BCP)

Business Continuity Policy 
(BC Policy)

Business Continuity 
Strategy (BC Strategy)

Standard

Business Impact Analysis 
(BIA)

Digital Government Authority.

A set of standards, rules, and controls regulating the operations and tasks 
related to the digital government approved by the authority.

A process, service, procedure, task, or combination of them that are 
managed by an entity.

Location held in readiness for use during a disruption to maintain the 
business continuity.

Systematic, independent and documented process for obtaining objective 
evidence and evaluating it objectively to determine the extent to which the 
audit criteria are fulfilled.

Development of understanding of primary Business Continuity Management 
risks and threats.

The ability of the entity to continue its prioritized activities at predetermined 
levels after the occurrence of a disruptive incident.

A holistic management process, which highlights possible threats and the 
impact of such threats on business operations of the entity. 

A part of the overall management system that establishes, implements, 
operates, monitors, reviews, maintains and improves business continuity.

Documented information that guides an entity to respond to a disruption 
and resume, recover and restore the delivery of products and services 
consistent with its business continuity objectives.

The major strategic document that identifies the governance and scope of 
the business continuity plan, along with BCM objectives and highlights the 
reason for its implementation.

The method of an entity to plan in order to recover and continue after a 
disruptive event.

A set of standards, rules, and controls regulating the operations and tasks 
related to the digital government approved by the authority.

Process for analyzing business activities and the impacts over time of a 
disruption on the entity.

Government Entity
Ministries, authorities, public institutions, councils, national centers including 
any additional form of a public entity.



SMART

Compliance

Concurrent Processing

Conformity

Continual Improvement

Corrective Action

Data Validation Testing

Disruption

Exercise

External and internal issues

Information Technology (IT) 
Disaster Recovery (DR)

Incident

Interested Party

Internal Audit

IT Infrastructure

Stands for Specific, Measurable, Achievable, Realistic, and Timely.

Extent to which requirements are fulfilled.

A system that can support two or more actions in progress at the same time. 
Typically, this will involve the recovery of critical processing components at 
an alternate computing facility, and then restoring data from a previous 
backup while regular production systems are not interrupted.

Extent to which mandatory requirements are fulfilled.

Recurring activity to enhance performance of the BCMS.

Steps or measures that mitigate discrepancies, observations and minor and 
major areas of non-conformities.

A process that allows the user to check that the recovered data they deal 
with, is valid or not according to the provided business conditions

An incident, whether anticipated or unanticipated, that causes an unplanned, 
negative deviation from the expected delivery of products and services 
according to an entity’s objectives.

Activity in which the business continuity plans are rehearsed in part or whole 
to ensure that the plans contain the appropriate information and produce the 
desired results when activated.

External or internal variables that can impact the business continuity 
capability of the entity.

Digital technology to recover its critical systems to an acceptable level within 
a predetermined period of time following a disruption. The ability of the IT 
DR elements of an entity including all

Event that can be or could lead to, a disruption, loss, emergency or crisis.

Individual, group or an entity which can affect or be affected or consider to 
be influenced by an activity or decision.

A compliance review against BCM standard or policy requirements.

Defined broadly as a set of information technology (IT) components that are 
the foundation of an IT service; typically, physical components (All endpoint 
devices, servers, networking devices and facilities), but also various software 
and network components.



Management Review

Maximum Tolerable Period 
of Disruption (MTPD)

Media Response Plan (MRP)

Minimum Business 
Continuity Objective 
(MBCO)

Non-conformities

PDCA Methodology

Remote Working

Performance Appraisal

Point of Contact (POC)

Prioritized Activities

Process

Quality Assurance

Recovery

Recovery Strategies

Recovery Point Objective 
(RPO)

Management’s review for a certain situation or reconsideration of a certain 
topics.

Time it would take for adverse impacts, which might arise as a result of not 
providing a product, service or performing an activity, to become 
unacceptable.

A plan providing details of the entity’s media response following an incident, 
including a communications strategy.

Minimal level for a product or service, which are considered appropriate for 
the entity to still accomplish its organizational goals after disruption.

Non-fulfilment of a requirement.

Consists of Plan, Do, Check and Act.

A work system in which the worker performs his job duties for the benefit of 
his employer, and under its supervision, in a place other than the usual 
workplace at the headquarters of his workplace inside the Kingdom, 
whether the work is full or part time, using means of communication and 
information technology.

Used to check how well roles and responsibilities are being undertaken.

A person or department that can be approached for information or 
assistance on a specific topic.

Activity to which urgency is given in order to avoid unacceptable impacts to 
the business during a disruption.

A set of interrelated or interacting activities which transforms inputs into 
outputs.

The process of determining whether the outputs from the BCMS meet the 
organization’s requirements and expectations.

Documented processes to restore and return business activities from the 
temporary measures adopted during and after a disruption.

A strategy or solution that is used by an entity to make sure it continues to 
function at an acceptable level after a disruption.

Point to which information used by an activity is restored to enable the 
activity to operate on resumption.



Recovery Time Objective 
(RTO)

Resources

Enterprise Risk 
Management (ERM)

Risk

Risk Appetite

Risk Assessment

Self-Assessment

SPOF

Stand Down

Supplier Performance 
Review 

Supply Chain Continuity 
Management (SCCM)

System Functional Testing

Test

Period of time following an incident within which a product and service or an 
activity or resources are recovered.

Resources include information, skills, people, technology, suppliers, assets 
and premises, which are obtained and used by an entity to achieve its 
organizational goals and objectives.

Risk management involves understanding, analyzing, and addressing risk to 
make sure organizations achieve their objectives. 

Events that might occur and effect the achievement of the entity objectives.

It is the amount of risks an entity is willing to accept in pursuit of value.

The process of identifying, analyzing and evaluating the risks that might 
impact the achievements of objectives.

Internal review of the implementation of the BCMS to create an action plan 
for improvement.

Single point of failure

An official declaration, which communicates that a disruption is controlled 
and no further activation of plans is required.

The review of the performance of the supplier’s BCMS should be similar to 
that used to review the organization’s own system.

Application of business continuity management to a supply chain.

Testing that is performed on a complete system to verify if it works as 
expected once all the modules or components are integrated. End to end 
testing is performed to verify the functionality of the product.

This is an activity or action that is undertaken to gauge the capabilities and 
effectiveness of a strategy or plan against a predetermined criteria or 
benchmark. (This shall include a pass/fail element)

Top Management 

Training

All those responsible for making key decisions within the entity.

This activity is more formalized compared to awareness. It purports to build 
skills and competencies to increase the performance of staff regarding a 
specific role or responsibility.



Standards Objectives 

Standards Scope 
Enhancing the flexibility of government entities response to any outage incidents they face, and 
enabling them to restore their priority products and services through:
The compliance of government entities, suppliers and operators of digital government services to 
implement and maintain an effective management system that provides the necessary capabilities to 
continue work while facing any interruption, as well as comply with legal and regulatory requirements. 
The Plan, Do, Check and Act (PDCA) methodology must also be followed, as shown in the figure below.

Domains (according to PDCA methodology):

Figure 2: Business Continuity Management System

Implementation of Governance for 
a BCMS provides a central point of 
accountability. It must focus on:

Establishing the Business 
Continuity Management System

Training and Awareness

Business 
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Risk and Threat 
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Business 
Continuity 
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Exercise and Testing

PLAN DO CHECK ACT
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Business Continuity Management System

These standards aim to enable government entities to: 

• Reduce the likelihood or effect of interruption of 
services.

• Prepare, respond, and recover from a disruption.

• Assure Continuity for main products and services. 
• Assure Supply chain continuity.
• Enhance the integration among Government 

Ecosystem and reinforcement of national wide 
resilience and agility.  

Establishing 
Governance requires:

• Oversight and support
• Alignment with the entity’s strategic 

objectives
• Compliance with legal and regulatory 

requirements
• Monitoring to ensure that the 

requirements are being met
• Supporting continual improvement
• Alignment with reliable entities in 

supply chains. 

• An understanding of the entity context.
• Clear definition of authority and 

accountabilities relating to business continuity.
• Identification of KPIs.
• Defined BCM information upon which to 

report.
• Reporting and communication frequency.
• Alignment with other entity governance 

frameworks.
• Understand the needs and expectations of 

interested parties.



Standards Application

The requirements of this Standard are relevant to all government and semi-
government and operating entities that provide digital services and products, 
regardless of type, size, and nature. The extent of the requirements’ applicability 
will depend on the entity's operating environment, complexity, and number of 
geographic locations.

Implementation and Compliance

The Steering Committee in the entity must ensure the effectiveness of the 
BCMS and the extent to which the entity is meeting its BC objectives as defined 
in the BC Policy. The DGA will also assess and measure the extent to which 
government agencies are committed to applying these standards in accordance 
with the mechanism approved by the authority.



To establish the general framework and define the roles and tasks of the concerned 
persons and departments to plan, deliver, review and enhance the Business Continuity 
Management System (BCMS) objectives and the alignment with the internal audit 
committee. 

Appoint a Business Continuity Manager who has the experience and authority to 
manage the Business Continuity System. 

Appoint a dedicated team with defined roles and responsibilities for the Business 
Continuity Department, which will report to the BC Manager and they must consist of 
a sufficient number of qualified employees to fulfil the entity need.

Ensure that the Business Continuity Department Manager/ Director undertakes the 
task of ensuring that the Business Continuity Management System is implemented in 
accordance with the direction Top Management as outlined in the BC Policy.

A Steering Committee must be established to be responsible on the Business 
Continuity Program.

The BC Department shall report to the BC Steering Committee, to be chaired by the 
Head of the Entity or their Deputy.

Governance and alignment shall be achieved by complying with the Institute of 
Internal Auditors (IIA) second line of defense - Governance, Risk Management & 
Compliance (GRC). 

The digital entity shall define its internal operations and external operating 
environment, as part of its strategic approach to BC. 

Critical suppliers of prioritized products and services must be included as in scope as 
per the policy, as they shall supply multiple key external IT and other dependencies 
when the results of the BIA are known. They are a key stakeholder. 

The Policy shall be reviewed periodically in accordance with the entity’s system for 
policies, and when a change to the entity occurs (geographical, service related, 
structural, or environmental). 

7.1 Standards for the Plan Phase of Business Continuity Management System 

Objective

5-103-01 

5-103-02 

5-103-03 

5-103-04 

5-103-05 

5-103-06 

5-103-07 

5-103-08 

5-103-09 

Standards

Standards of Establishing the Business Continuity Management System 

Each entity must comply with the Standards of Establishing the Business Continuity 

Management System according to the following: 



Standard The BCMS shall include the following:

5-103-10.01 Structuring and resourcing the BCMS
5-103-10.02 Training and Awareness
5-103-10.03 Business Impact Analysis
5-103-10.04 Risk and Threat Assessment
5-103-10.05 Business Continuity Strategy
5-103-10.06 Business Continuity Plan
5-103-10.07 IT Disaster Recovery
5-103-10.08 Incident Response Plan Structure
5-103-10.09 Exercise and Testing
5-103-10.10 Documentation and Continuous Improvement

Business Continuity Management System, by appointing: 

5-103-11.01 BC Plan Owners
5-103-11.02 BC Champions/ Coordinators within the internal departments
5-103-11.03 BC Recovery Teams

The Policy for the BCMS shall be updated periodically and shall include: 

5-103-12.01 Be developed, defined and documented from a strategic 
perspective

5-103-12.02 Support the entity’s Vision, Mission and Values, 2030 Plan and 
strategic objectives

5-103-12.03 Include a definition of BC
5-103-12.04 Determine the scope of BC showing inclusions and exclusions
5-103-12.05 Define the Governance arrangements for BC
5-103-12.06 Define the roles and responsibilities for the operation of the BCMS
5-103-12.07 Apply to key suppliers and outsourced activities
5-103-12.08 Include an internal distribution list for authorized personals
5-103-12.09 Be signed by the Head of the Entity as the senior responsible 

person
5-103-12.10 Be complied with by the entire entity

A business continuity steering committee should be established, headed by the head 
of the entity or his deputy, and it shall include at least (Business Continuity Manager, 
Information Technology Manager, Cyber Security Manager, Facility Manager, Risk 
Manager, Human Resources Manager, Communications and Media Manager, 
Finance and Purchasing Manager and) and any necessary Managers needed. 

5-103-13.01 The committee must have all the necessary authority to support 
the business continuity system. And it must clarify its scope, power 
and membership

5-103-10

5-103-11

5-103-12

5-103-13



To raise all employees’ awareness of Business Continuity and educate them further 
about their roles and responsibilities within the BCMS and the Incident Response 
Structure. 

A training needs analysis (TNA) should be conducted in collaboration with the entity’s 
HR Department to understand more fully the training requirements for BC.

Integrate employee training in multiple skills and succession planning (to avoid single 
points of failure) with normal business activities.

Certified, in-house or a hybrid model approach to training should be considered, that 
is proportionate to the role and responsibility of staff within the entity’s BCMS.

The approach to Embedding BC culture including Training, Workshops and 
Awareness activity shall be reviewed at least once annually, and when a fundamental 
change related to the entity occurs (geographical, product or service related, 
structural, or environmental). 

Awareness campaigns on BC that shall be launched to include:

5-103-18.01 Awareness messages
5-103-18.02 Newsletters
5-103-18.03 Banners
5-103-18.04 Intranet site 
5-103-18.05 Town Halls
5-103-18.06 Workshops
5-103-18.07 BC Awareness Week
5-103-18.08 Computer-based learning 
5-103-18.09 Any other activities to raise the levels of knowledge, awareness 

and readiness of the entity

Objective

Standards of Training and Awareness related to the Business Continuity  

Each entity must comply with the Standards of Training and Awareness according to the 

following : 

5-103-14 

5-103-15

5-103-16

5-103-17

5-103-18

All employees of the entity must be aware of the following:

5-103-19.01 Business Continuity Policy 
5-103-19.02 Knowledge of their specific roles and responsibilities within the 

BCMS 
5-103-19.03 Impact resulting from failure to implement and support the BCMS 
5-103-19.04 Their roles and responsibilities (before, during and after) the 

disruption within the Incident Response Structure 

5-103-19



To analyze the impact resulting from a disruption to activities that deliver products and 
services and identify an acceptable time for recovery at an acceptable level of operation 
following a disruption. 

All internal and external processes and procedures conducted by the entity all be 
listed; and internal and external dependencies shall be identified.

The impact of such disruption shall be analyzed over time according to the 
quantitative disruption impact assessment matrix approved for the entity according 
to its Risk Appetite statement where appropriate.

The owner of the product or service shall be appointed and shall be the responsible 
person thereafter.

The prioritization timeline of the order of recovery of services and procedures shall be 
specified based on their importance and the target time.

The BC Manager must submit the consolidated BIA report to the BC Steering 
Committee for approval.

The BIA shall be reviewed at least once annually, and when a fundamental change 
related to the entity occurs (geographical, product or service related, structural, or 
environmental). 

Objective

Standards of Business Impact Analysis (BIA) 

Each entity must comply with the Standards of Business Impact Analysis (BIA) according 

to the following: 

Establish an impact matrix to assess the qualitative impact of disruption, including: 

5-103-26.01 Operational
5-103-26.02 Financial
5-103-26.03 People
5-103-26.04 Customer
5-103-26.05 Legal and Regulatory and Strategy
5-103-26.06 Environmental
5-103-26.07 Reputation

5-103-26

7.2 Standards for the Do Phase of the Business Continuity Management System

5-103-20 

5-103-21

5-103-22

5-103-23

5-103-24

5-103-25



To analyze the impact resulting from a disruption to activities that deliver products and 
services and identify an acceptable time for recovery at an acceptable level of operation 
following a disruption. 

Risks and threats shall be reviewed and assessed on a regular ongoing basis and 
aligned with Corporate/ Enterprise Risk Management (ERM) Department principles.
The risks and threats that may lead to the disruption of the entity's prioritized 
activities shall be identified and monitored.
Any internal and external impacts on the entity's operations and procedures shall be 
identified.
The impact of the risk or threat to the entity's operations and procedures shall be 
measured.
The probability of risk or threat occurrence as an issue that could impact the entity’s 
operations and procedures shall be measured.
Existing standards shall be identified to address risks and threats.
Standards shall be evaluated to determine their effectiveness.
Identify additional appropriate measures to address risks and threats.
Results documentation through the BC Department.
Risk & Threat Assessment results shall be presented to the BC Steering Committee as 
part of the BIA findings through the BC Department.
The entity shall use cost benefit analysis techniques to measure, prioritize and 
approve the implementation of BCM strategies/ solutions to reduce the likelihood 
and impact of disruption. Confirming their relevance to the output of the BIA, and 
concentrating on unacceptable levels of risk, threats and single points of failure is the 
most important factor to be considered here.
Risk and Threat must be reassessed at least once a year and whenever a fundamental 
change related to the entity occurs (geographical, product or service related, 
structural, or environmental) then the risks and threats must be re-assessed. 

Objective

Standards of Risk and Threat Assessment 

Each entity must comply with the Standards of Risk and Threat Assessment according to 

the following: 

The Maximum Tolerable Period of Disruption (MTPD) of disruption to products and 
services, processes and activities shall be defined. 

The Minimum Business Continuity Objective (MBCO) or a minimum degraded level of 
service should also be considered. 

The target period for recovery of critical business functions - Recovery Time Objective 
(RTO) shall be defined. 

The maximum possible time to recover the information or data supporting products 
and services, processes and activities shall be defined as the Recovery Point 
Objective (RPO) or maximum data loss.

The human, infrastructure, logistic and technical resources and alternative producers 
needed to implement the service or procedure following a disruption shall be 
defined.

5-103-27

5-103-28

5-103-29

5-103-30

5-103-31

5-103-32

5-103-34

5-103-35

5-103-36

5-103-37
5-103-38 
5-103-39
5-103-40
5-103-41

5-103-42

5-103-43

5-103-33



To identify and define BC Strategies that offer solutions before, during and after a 
disruption according to the outputs from the BIA and Risk & Threat Assessment. And 
develop a roadmap to improve the efficiency.

The BC Strategy shall be documented.

It shall be aligned with the BC Policy.

It shall be defined, considering the outcomes of the BIA and Risk & Threat 
Assessment, approved by Top Management.

The resources required to achieve the BC Strategy shall be identified.

It shall be aligned with the entity's strategic objectives.

BC Strategies shall be presented to the BC Steering Committee and recommended 
to Top Management for their formal agreement and sign off. 

A final consolidation SMART options document shall be presented to Top 
Management for them to determine the most appropriate BCM strategies.

The agreed BCM strategies are what BCP’s are based upon, and these are then 
implemented into the incident response structure.

Strategies shall be reviewed at least once annually, and when a fundamental change 
related to the entity occurs (geographical, product or service related, structural, or 
environmental). 

Objective

Standards of Identifying the Business Continuity Strategy 

Each entity must comply with the Standards of Identifying the Business Continuity 

Strategy according to the following: 

The output of the BIA identifies critical suppliers and outsourced services. These shall 
be subject to additional scrutiny to ensure enhanced supply chain resilience. 
Outcomes of due diligent in supplier selection and management include:

5-103-53.01 A performance rating against SLAs
5-103-53.02 RTO´s and RPO´s are defined by contract
5-103-53.03 An understanding of the suppliers BCMS
5-103-53.04 An action plan for improving supplier performance
5-103-53.05 Increased readiness and assurance of prioritized supplier activities

5-103-53

5-103-44 

5-103-45

5-103-46

5-103-47

5-103-48

5-103-49

5-103-50

5-103-51

5-103-52



To identify and document procedures based on the output of the selected strategies 
and solutions. 

Media Response Plan (MRP) arrangements that must be defined, documented and 
approved.

Business Recovery Plans to return business activities from the temporary measures 
adopted during and after a disruption (RTO) back to normal operations before the 
disruption.

These plans shall be documented and reviewed periodically and tested at least once a 
year and when a fundamental change related to the entity occurs (geographical, 
product or service related, structural, or environmental) to ensure their state of 
readiness when a disruption occurs. 

Objective

Standards of Identifying the Business Continuity Plans 

Each entity must comply with the Standards of Identifying the Business Continuity Plans  

according to the following: 

Business Continuity strategies shall include, but are not limited to the following 
solutions: 

5-103-54.01 Alternative external and internal geographic locations
5-103-54.02 Off site server and cloud technologies
5-103-54.03 Data storage (internal or commercial)
5-103-54.04 IT systems
5-103-54.05 Communication systems
5-103-54.06 Remote working solutions or work solutions in alternative 

locations
5-103-54.07 Stockpiling solutions and backup systems
5-103-54.08 Cross skilling of staff and succession planning (to avoid single 

points of failure – SPOF) should be integrated with BAU activities

IT recovery strategies should be developed to restore hardware, applications, and 
data in time to meet the entity’s RTO’s.

5-103-55.01 Entity IT DR solutions should always be coordinated closely with 
cyber incident response procedures, designed to minimize the 
impacts of a cyber-attack 

5-103-54

5-103-55

5-103-56

5-103-58

5-103-57

Document BC Plans that include the following: 
5-103-59.01 Scope of the Plan

5-103-59



To build and document the ability of the IT elements of an entity to recover its critical 
systems to an acceptable level of service within a predetermined period following a 
disruption. The objective of an IT DRP is to ensure that an entity can respond to a crisis, 
disruption or emergency that affects its information systems and digital services, and 
thereby minimize the impact on business operations, as follows: 

Define the major objectives of the DRP to ensure that key dependencies for 
Information and IT services as defined in the BIA output, are delivered in terms of the 
RPO and RTO impact assessment matrices for the entity including external vendors 
and any outsourced services.

Identify backup, recovery methods and strategies to restore system operations 
quickly and effectively following a service disruption.

5-103-62.01 Strategies (e.g., Cold/ Warm/ Hot sites, or variations such as 
mobile sites, mirrored sites, DRaaS and DR Cloud services) must 
address regulatory requirements, disruption impacts and 
allowable downtimes identified in the BIA

Objective

Standards of the Information Technology (IT) Disaster Recovery (DR) 

Each entity must comply with the Standards of the Information Technology (IT) Disaster 

Recovery (DR) according to the following: 

5-103-59.02 Executive summary and purpose
5-103-59.03 Name of the Plan Owner
5-103-59.04 Plan activation mechanism and escalation matrix
5-103-59.05 Defining the persons and teams concerned with response and 

implementation of the BCPs
5-103-59.06 Defining the roles and responsibilities of the concerned teams in 

the before, during and after the disruption
5-103-59.07 Recording the contact list roles, phone numbers and e-mail 

addresses of the team and the teams supporting the plan 
implementation

5-103-59.08 To include external suppliers where they provide or support a 
prioritized activity identified in the BIA

5-103-59.09 Documented procedures for prioritized services and product 
recovery with clarification of the internal and external 
dependencies in the implementation mechanism and interface 
with the incident response structure

5-103-59.10 ITDR plans related to continuity of critical IT services and 
infrastructure supporting the entity's core business, products and 
services (See Information Technology (IT) Disaster Recovery (DR)) 

5-103-59.11 Identification of stand down procedures and return to normal 
operations

The plans shall be fully aligned with and deliver the BC Strategies approved by the BC 
Steering Committee. 

5-103-60

5-103-61

5-103-62



The DRP must be approved by the Head of IT, in accordance with the entity’s 
Business continuity policy to affirm that it is fit for purpose and tested sufficiently. 

DRP invocation criteria shall be established and activated in line with BIA 
requirements & BC strategies after the damage assessment following a disruption.

ITDRP must include IT asset information from the systems security plan or from the IT 
asset inventory (IT Infrastructure, applications, and their dependencies).

Recovery Procedures for IT systems must be documented at the primary and 
established alternate locations. 

All recovery procedures must be defined per team and should be executed in the 
sequence presented to maintain an efficient recovery effort.

Formally declare that recovery efforts complete, and that the IT system is back to 
normal operations. 

Notify the system’s business and technical points of contact (POC’s) of this 
declaration by the ITDRP Coordinator.

Complete System Clean up procedures, including preferred locations for manuals 
and documents and return backup or installation media to its original location.

Conduct procedures for ensuring that a full system backup is achieved within a 
reasonable time frame, ideally on or before the next scheduled backup period/ 
system downtime. This backup media should be transferred to offsite, and a backup 
for the main site conducted.

Event documentation procedures shall detail responsibilities for development, 
collection, approval, and maintenance of the following including activity logs, 
functionality and data testing results, lessons learned and the post incident report.

Ensure that Information Security protocols are maintained at all times, and especially 
when the DRP is activated. 

Classify the IT DRP document accordingly as it contains critical information including 
personal contact details of staff & management. Hence, it shall be stored in a safe and 
secure location (offsite storage location, alternate site vault, cloud file sharing, etc.) 
which can be accessed at any time, especially during a disruption, taking into account 
the provisions of the personal data protection system.

The DRP shall be reviewed at least once a year and when a fundamental change 
related to the entity occurs (geographical, product or service related, structural, or 
environmental) to ensure its state of readiness when a disruption occurs. 
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The DRP must document each team and role responsible for activating or supporting 
system recovery and reconstitution. 

5-103-76.01 Include a copy of the entity chart for the IT recovery team, and 
their contact details

5-103-76.02 Authorize more than one role that may activate the DRP plan 
based on the activation criteria, and to avoid any single point of 
failure. Taking into consideration the shifts for critical business that 
works 24/7

5-103-76.03 A responsible designated committee shall be assigned to be 
responsible for continual maintenance, testing and improvement 
of the DRP

5-103-76.04 The plan must contain up-to-date contact details of all 
management & support team members including vendors & 
partners

The DRP must include the following list of procedures to recover efficiently: 

5-103-77.01 Notification procedures internally within IT and external with IT 
teams, including procedures to notify users upon return to normal 
operations

5-103-77.02 How to determine the cause of the outage, identification of 
potential for additional disruption, determination of physical 
infrastructure status, IT equipment functionality and accessing the 
inventory 

5-103-77.03 Noting of items that will need to be replaced and the estimated 
time to restore services back to normal operations

5-103-77.04 Identify escalation response matrices, including the teams and 
persons responsible for each escalation/ awareness procedure. 
Taking into consideration the shifts for critical business that works 
24/7

5-103-77.05 Ensuring that systems are operational for both concurrent 
processing systems, and systems that do not have concurrent 
processing 

5-103-77.06 Validation of recovered data to ensure that the data is accurate 
and current. (This testing may be combined with 5-103-77.07)

5-103-77.07 System functionality testing and validation procedures to ensure 
that the system is operating correctly. (This testing may be 
combined with 5-103-77.06)
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To define an Incident Response Plan Structure that takes into consideration the 24/7 
shift hours for critical business and a mechanism for activating BCP(s), which shall include 
a communication plan for internal communication as well as with third parties. It is also 
critical that the plan includes measures to ensure the safety of employees at the entity 
when responding to disruptions. 

The Incident Response Structure must include the following:

5-103-78.01 A mechanism for the escalation of incidents
5-103-78.02 Defining the incident response team(s) and their interface with 

Emergency Response Teams and the Crisis Management Teams 
5-103-78.03 Create a contact tree for the response team and update the 

contact information, and test it periodically
5-103-78.04 Ensuring the availability of necessary resources to respond to the 

incident, e.g., people, incident communications, logistics, etc.
5-103-78.05 Determining the reporting mechanism for stakeholders
5-103-78.06 The activation mechanism for plans
5-103-78.07 Appointment of the various Incident Response Teams
5-103-78.08 Damage Assessment Team, reporting and escalation mechanism

The plan shall include an incident communication plan for communicating internally, 
externally and with key suppliers before, during and after disruptions.

An appropriate response structure for BCP activation shall be determined and 
documented.

The incident response structure shall include up to date contact information for all 
parties.

External factors and interested third parties shall be identified.

Documented stand down procedures to return to normal operations.

The Incident Response Structure shall be reviewed on an ongoing basis at least once 
annually, and when a fundamental change related to the entity occurs (geographical, 
product or service related, structural, or environmental).

Objective

Standards of the Incident Response Plan Structure 

Each entity must comply with the Standards of the Incident Response Plan Structure 

according to the following: 
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To measure the effectiveness of BCP(s) and the Incident Response Structure, to confirm 
that the BC Policy and BC objectives have been achieved. 

A schedule for all tests and exercises must be designed and approved by the Business 
Continuity Steering Committee on an annual basis to ensure their effectiveness. 

Objective

Standards of the Exercise and Testing related to the business continuity  

Each entity must comply with the Standards of the Exercise and Testing according to 

the following: 

BCP(s) including the DRP shall be exercised and tested regularly as follows: 

5-103-86.01 A comprehensive simulated exercise at least once a year
5-103-86.02 A comprehensive integrated exercise of several plans 

simultaneously at least once a year

The Incident Response Structure shall also be exercised on a regularly basis, at least 
once annually.

The exercising and testing annual schedule shall cover different current risk and threat 
disruption scenarios, and those identified as emerging by horizon scanning and the 
BC Steering Committee meetings, real incidents such as: Cyber Attack, HQ fire, 
Pandemic, Supply Chain disruption, etc. 

The annual schedule of exercises and tests shall cover manual work scenarios and 
alternative measures.

A hot de-brief (immediately after the exercise) and formal de-brief (within 2 days – 2 
weeks) should be conducted after each exercise. 

The formal post exercise report shall be documented, including:  

5-103-91.01 Executive summary
5-103-91.02 Exercise scenario

7.3 Standards for the Check Phase of the Business Continuity Management System
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5-103-91.03 Plan type and date conducted
5-103-91.04 Teams involved in the exercise/ test
5-103-91.05 Exercise and test phases
5-103-91.06 Time periods (RTO/ RPO´s) achieved
5-103-91.07 Record or log of the exercise stages
5-103-91.08 Duration
5-103-91.09 De-briefs conducted
5-103-91.10 Training and Awareness needs identified
5-103-91.11 Information recorded from the exercise de-briefs
5-103-91.12 Lesson learned
5-103-91.13 Date of next exercise
5-103-91.14 Recommendations for continuous improvement
5-103-91.15 Actions assigned to individuals with report back/ update dates 
5-103-91.16 Distribution list for the post exercise report

Post exercise reports shall be widely distributed to all those concerned and other 
interested parties. 
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The BC Policy shall be documented and approved by all key stakeholders.

Internal and External Audit findings shall be escalated to Top Management and 
Steering Committee for review, to ensure that corrective actions are taken in relation 
to observations, minor and major areas of nonconformity.

Ensure ongoing governance and continual improvement of the BCMS by the Top 
Management. 

Objective

Standards of the Documentation and Continuous Improvement 

Each entity must comply with the Standards of the Documentation and Continuous 

Improvement according to the following: 

Plans shall be updated and developed based on the below listed factors:
5-103-96.01 Real Incidents and disruptions
5-103-96.02 Near misses
5-103-96.03 Exercises
5-103-96.04 Tests
5-103-96.05 Audit findings

Review - The Business Continuity Management System must be reviewed annually by 
an internal or external auditor who has sufficient qualifications and experience. These 
review methods are fully defined in the Glossary of Terms: 
5-103-97.01 Self-Assessment
5-103-97.02 Management Review
5-103-97.03 Performance Appraisal
5-103-97.04 Quality Assurance
5-103-97.05 Supplier Performance
5-103-97.06 Audit

7.4 Standards for the Act Phase of the Business Continuity Management System
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To document the lessons learned from the implementation of the BCMS, real incidents, 
exercises, tests and review findings. Conduct routine maintenance activities to maintain 
and improve the BCMS once established and improve overall entity resilience. To take 
the management system to a higher level of effectiveness by conducting multiple review 
methods, and actively addressing nonconformity and implementing corrective actions 
to address these. 
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BCM Guidelines document

This Standard is available in both Arabic and English. In the event of 
disparity between the two versions, the Arabic version takes 
precedence.

Appendix

https://raqmi.dga.gov.sa/sys_attachment.do?sys_id=258a5322f546cd50ccb47ec3316635c4
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